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5 See footnote 2, to § 291.6(a) 

with DNA when no indictment has been 
obtained nor any civil action filed 
against them by the United States. 

(C) Information obtained in con-
fidence, expressed or implied, in the 
course of a criminal investigation by a 
criminal law enforcement agency or of-
fice within DNA, or a lawful national 
security intelligence investigation con-
ducted by an authorized agency or of-
fice within DNA. National security in-
telligence investigations include back-
ground security investigations and 
those investigations conducted for the 
purpose of obtaining affirmative or 
counterintelligence information. 

(iii) The right of individual litigants 
to investigative records currently 
available by law (such as, the Jencks 
Act, 18 U.S.C. 3500 is not diminished. 

(iv) When the subject of an investiga-
tive record is the requester of the 
record, it may be withheld only as au-
thorized by DoD Directive 5400.11. 

(v) Exclusions. Excluded from the pre-
vious exemptions are the following two 
situations applicable to the Depart-
ment of Defense. 

(A) Whenever a request is made 
which involves access to records or in-
formation compiled for law enforce-
ment purposes and the investigation or 
proceedings involves a possible viola-
tion or criminal law where there is rea-
son to believe that the subject of the 
investigation or proceedings is un-
aware of its pendency, and the disclo-
sure of the existence of the records 
could reasonably be expected to inter-
fere with enforcement proceedings. 
Components may, during only such 
times as that circumstance continues, 
treat the records or information as not 
subject to the FOIA. In such situation, 
the response to the requester will state 
that no records were found. 

(B) Whenever informant records 
maintained by a criminal law enforce-
ment organization within a DoD com-
ponent under the informant’s name or 
personal identifier are requested by a 
third party using the informant’s name 
or personal identifier, the Component 
may treat the records as not subject to 
the FOIA, unless the informant’s sta-
tus as an informant has been officially 
confirmed. If it is determined that the 
records are not subject to exemption 7, 

the response to the requester will state 
that no records were found. 

(8) Number 8. Those contained in or 
related to examination, operation or 
condition reports prepared by, on be-
half of, or for the use of any agency re-
sponsible for the regulation or super-
vision of financial institutions. 

(9) Number 9. Those containing geo-
logical and geophysical information 
and data (including maps) concerning 
wells. 

§ 291.9 For official use only (FOUO). 
Information that has not been given 

a security classification pursuant to 
the criteria of an Executive Order, but 
which may be withheld from the public 
for one or more of the reasons cited in 
FOIA exemptions 2 through 9 shall be 
considered as being for official use 
only. No other material shall be con-
sidered or marked ‘‘For Official Use 
Only’’ (FOUO) and FOUO is not author-
ized as an anemic form of classification 
to protect national security interests. 
See DNA Instruction 5230.2A 5 for addi-
tional information regarding FOUO 
policy. 

(a) Prior FOUO application. The prior 
application of FOUO markings is not a 
conclusive basis for withholding a 
record that is requested under the 
FOIA. When such a record is requested, 
the information in it shall be evaluated 
to determine whether, under current 
circumstances, FOIA exemptions apply 
in withholding the record or portions 
of it. If any exemption or exemptions 
apply or applies, it may nonetheless be 
released when it is determined that no 
governmental interest will be jeopard-
ized by its release. 

(b) Historical papers. Records, such as 
notes, working papers, and drafts re-
tained as historical evidence of DNA 
actions enjoy no special status apart 
from the exemptions under the FOIA. 

(c) Time to mark records. The marking 
of records at the time of their creation 
provides notice of FOUO content and 
facilitates review when a record is re-
quested under the FOIA. Records re-
quested under the FOIA that do not 
bear such markings, shall not be as-
sumed to be releaseable without exam-
ination for the presence of information 

VerDate Aug<31>2005 09:00 Aug 04, 2008 Jkt 214124 PO 00000 Frm 00770 Fmt 8010 Sfmt 8010 Y:\SGML\214124.XXX 214124rf
re

de
ric

k 
on

 P
R

O
D

1P
C

67
 w

ith
 C

F
R



761 

Office of the Secretary of Defense Pt. 291, App. A 

that requires continued protection and 
qualifies as exempt from public release. 

(d) Distribution statement. Information 
in a technical document that requires a 
distribution statement pursuant to 
DNA Instruction 5230.24A shall bear 
that statement and may be marked 
FOUO, as appropriate. 

(e) Termination. The originator or 
other competent authority, e.g., initial 
denial and appellate authorities, shall 
terminate ‘‘For Official Use Only’’ 
markings or status when cir-
cumstances indicate that the informa-
tion no longer requires protection from 
public disclosure. When FOUO status is 
terminated, all known holders shall be 
notified, to the extent practical. Upon 
notification, holders shall efface or re-
move the ‘‘For Official Use Only’’ 
markings, but records in file or storage 
need not be retrieved solely for that 
purpose. 

(f) Disposal. (1) Nonrecord copies of 
FOUO materials may be destroyed by 
tearing each copy into pieces to pre-
clude reconstructing, and placing them 
in regular trash containers. When local 
circumstances or experience indicates 
that this destruction method is not 
sufficiently protective of FOUO infor-
mation, local authorities may direct 
other methods but must give due con-
sideration to the additional expense 
balanced against the degree of sensi-
tivity of the type of FOUO information 
contained in the records. 

(2) Record copies of FOUO documents 
shall be disposed of in accordance with 
the disposal standards established 
under 44 U.S.C. chapter 33, as imple-
mented by DNA instructions con-
cerning records disposal. 

(g) Unauthorized disclosure. The unau-
thorized disclosure of FOUO records 
does not constitute an unauthorized 
disclosure of DNA information classi-
fied for security purposes. Appropriate 
administrative action shall be taken, 
however, to fix responsibility for unau-
thorized disclosure whenever feasible, 
and appropriate disciplinary action 
shall be taken against those respon-
sible. Unauthorized disclosure of FOUO 
information that is protected by the 
Privacy Act, may also result in civil 
and criminal sanctions against respon-
sible persons. The DNA office that 
originated the FOUO information shall 

be informed of its unauthorized disclo-
sure. 

APPENDIX A TO PART 291—FREEDOM OF 
INFORMATION ACT REQUEST (DNA 
FORM 524) 

Suspense Item—Freedom of Information Act 
Request 

Date lllllllllllllllllllll

Information Required in PAO NLT lllll

FOIA Case No. lllllllllllllll

To: lllllllllllllllllllll

Special Instructions: llllllllllll

llllllllllllllllllllllll

llllllllllllllllllllllll

llllllllllllllllllllllll

llllllllllllllllllllllll

llllllllllllllllllllllll

llllllllllllllllllllllll

Please conduct a search within your orga-
nization to determine if there is information/ 
documents responsive to the attached FOIA 
request. 

If you recommend withholding information 
from the documents requested, please refer 
to the FOIA exemptions listed on the re-
verse. 

If this request is for a technical proposal, 
please provide the name and address for the 
contact person at the company which was 
awarded the contract and the name and of-
fice symbol to the TM. 

Record time spent on this request and the 
number of pages copied on the enclosed DD 
Form 2086. 

If you believe other DNA offices should be 
involved in processing this request, please 
advise PAO ASAP. 

If you have any questions call PAO, 57095 
or 57306. Do not place this FOIA action in 
distribution. 
llllllllllllllllllllllll

Enclosures: 
DNA Form 524 (28 June 90) Previous Edi-

tions Obsolete. 

EXPLANATION OF EXEMPTIONS 

FREEDOM OF INFORMATION ACT (5 USC 552) 

(b)(1) Applies to information which is cur-
rently and properly classified pursuant to an 
Executive Order in the interest of national 
defense or foreign policy. (See Executive 
Order 12356, DoD Regulation 5200.1–R and 
DNA Instruction 5400–7C.) 

(b)(2) Applies to information which per-
tains solely to the internal rules and prac-
tices of the Agency; this exemption has two 
profiles, ‘‘high’’ and ‘‘low.’’ The ‘‘high’’ pro-
file permits withholding of a document 
which, if released, would allow circumven-
tion of an agency rule, policy, or statute, 
thereby impeding the agency in the conduct 
of its mission. The ‘‘low’’ profile permits 
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